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1. INTRODUCTION AND BACKGROUND

Amici curiae the Electronic Frontier Foundation (“EFF”), the Center for Democracy and
Technology (“CDT”), the American Civil Liberties Union of Kentucky (“ACLU of Kentucky™),
the Media Access Project (“MAP”), the United States Internet Industry Association (“USIIA”),
the Internet Commerce Coalition (“ICC”), and the Internet Commerce Association (“ICA”)
respectfully urge this Court to affirm the January 20, 2009, Writ of Prohibition (“Writ”) granted
by the Court of Appeals.

Collectively, amici are the leading public interest groups focused on civil liberties in the
online environment, joined by a number of the leading trade associations representing the
Internet industry. Together we urge this Court to give careful consideration to the constitutional
and legal issues raised below. While the Court of Appeals correctly held that domain names
were not “gambling devices” under KRS § 528.020, the trial court’s order of October 16, 2008,
(“Order”) was further deficient in at least five respects: it (a) infringed fundamental First
Amendment principles; (b) violated the Commerce Clause of the U.S. Constitution; (c¢) misread
the statute to conflict with — and face preemption under — the federal Communications Decency
Act; (d) violated the due process rights of the out-of-state registrars ordered to transfer the
domain names because the trial court cannot exercise personal jurisdiction over them; and (e)
imposed unrealistic and potentially devastating burdens on the domain names’ owners.

As a threshold matter, it is essential to reiterate the distinctions between “websites,” “IP
addresses,” and “domain names.” A “website” is “a collection of related web pages, images,

sl

videos or other digital assets that is hosted on one web server.” An “IP address” is a unique,
numerical sequence ~ like “89.2.164.31” or “222.34.1.4” — assigned to every web server or other
computer connected to the Internet that functions much like a street address or telephone number

for the computer to which it is assigned.” A domain name is an easy-to-remember alphanumeric

text representation (often a word or phrase) that is linked through the “domain name system™ to

! See “Website.” Wikipedia. April 12,2009. http:/en.wikipedia.org/wiki/Website.
2 See, e.g., Register.com, Inc. v. Verio, Inc., 356 F.3d 393, 409-410 (2d Cir. 2004).
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the numeric IP Address where a website is actually located.> A series of domain name servers
contain massive databases, listing the proper IP address for each domain name.*

Thus, to analogize to the “real world,” a website is akin to a building, such as the Grand
Theater in Frankfort. An IP address is like the address of the building, “308 St. Clair Street,
Frankfort, KY 40601,” while the domain name is the commonly known way to refer to the
building — the words “Grand Theater” in this example. Finally, the “domain name system” is
like a “yellow pages” directory that one can use to look up “Grand Theater” and learn that it is
located at “308 St. Clair Street, Frankfort, KY 40601.” Both “Grand Theater” and “308 St. Clair
St., Frankfort, KY” accurately refer to the same building in different ways, but the former is far
easier for humans to remember.

The court’s seizure of the domain names in this case is akin to ordering the publisher of
the yellow pages to transfer ownership of the listing for “Grand Theater” (which points visitors
to “308 St. Clair St., Frankfort, KY”) to the Secretary so that he may (presumably) order it
erased or point visitors to a different address. Although this misdirection may be of slight
consequence to those who know their way around Frankfort, it is of huge consequence on the
Internet, where there are literally billions of different web pages and the “addresses™ are in
numeric forms (such as “216.97.231.225” or “205.204.132.139”) that have no meaning to most

human visitors.

IL. ARGUMENT

A. The Trial Court’s Order is Overbroad and Would Infringe the First
Amendment Interests of the Domain Name Owners and the Public.

Reinstating the trial court’s Order would raise serious First Amendment concerns because

it would inevitably chill countless types of speech as well as impede access to material that is

3 See, e. g., Register.com, Inc.,356 F.3d at 410. See also Peterson v. National
Telecommunications and Information Admin., 478 F.3d 626, 629 (4th Cir. 2007) (describing
domain name system) and “Domain Name System.” Wikipedia. April 12, 2009.
http://en.wikipedia.org/wiki/Domain_name_system.

4 See Name.Space, Inc. v. Network Solutions, Inc., 202 F.3d 573, 577 (2d Cir. 2000) (describing
the domain name server system in detail).




legal in Kentucky and other jurisdictions. According to the trial court, a domain name is subject
to seizure if the website to which it directs visitors contains some material that is arguably illegal
in Kentucky but may be legal elsewhere. At the same time, the trial court noted that the Order
should not apply to any of the domain names “which are providing information only,” but even
then the court placed the burden on the domain name owners to prove these facts after seizure at
a forfeiture hearing. Order at p. 21. Such a ruling does not comply with the requirements of the
First Amendment.

Critically, there is nothing in the trial court’s analysis limiting its application to domain
names associated with online gaming. Under its theory, the court would be able to seize any
domain name that directed visitors to a website that Kentucky deemed to violate a state law.
That would literally (and impermissibly) put speakers the country and world over — including
those who merely link to other websites — at risk.

First, as discussed above, “domain names” are nothing more than alphanumeric
representations that point to the IP addresses of the websites’ servers. By awarding the Secretary
absolute control over the domain names, the trial court’s Order jeopardized users’ access to any
of the content on the associated websites, not just to the content to which the Secretary objects.
For this reason alone, the Order is massively overbroad and unconstitutional. See, e.g., Tory v.
Cochran, 544 U.S. 734, 736 (2005) (“An ‘order’ issued in ‘the area of First Amendment rights’
must be “precis[e]’ and narrowly ‘tailored’ to achieve the ‘pin-pointed objective’ of the ‘needs of
the case’) (quoting Carroll v. President and Comm'rs of Princess Anne, 393 U.S. 175, 183-84
(1968)).

Second, regardless of whether domain names constitute “property,” the trial court’s Order
was based purely on the truthful speech inherent in the domain names in question. Domain
names are not “virtual keys for entering and creating” allegedly illegal materials (Order at 23);
rather, they are more accurately described as “a street sign in the real world, indicating the
location of the Internet merchant and the nature of his business.” George C.C. Chen, A4

Cyberspace Perspective on Governance, Standards and Control, 16 J. Marshall J. Computer &
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Info. L. 77, 113 (1997); see also Shell Trademark Mgmt. BV v. Canadian AMOCQO, No. 02-
01365, 2002 U.S. Dist. LEXIS 9597, at *10-11 (N.D. Cal. May 21, 2002) (analogizing domain
names to road signs). As such, the First Amendment protection for Internet speech applies
specifically to domain names themselves. See Taubman Co. v. Webfeats, 319 F.3d 770, 778 (6th
Cir. 2003) (“[T]he domain name is a type of public expression, no different in scope than a
billboard or a pulpit . . .”).

The trial court’s Order targets these domain names solely because of the truthful content
of the speech contained in the domain name registry: the identification of corresponding IP
addresses. It is therefore indistinguishable from an order prohibiting registrars from passing out
leaflets telling potential viewers how to find the sites in question. Like the injunction against
leafleting overturned in Organization for a Better Austin v. Keefe, 402 U.S. 415 (1971), a seizure
order rendering the domain name inoperable would be a classic prior restraint, “the most serious
and the least tolerable infringement on First Amendment rights.” Nebraska Press Ass’n v.
Stuart, 427 U.S. 539, 559 (1976). Moreover, the permanent seizure of a domain name continues
to impede access to speech even if the content changes so that it no longer arguably violates any
Kentucky law. See, e.g., Center For Democracy & Technology v. Pappert, 337 F. Supp. 2d 606,
651 (E.D. Pa. 2004) (holding that statute requiring the blocking of access to particular domain
names and IP addresses amounted to an unconstitutional prior restraint) (citing Vance v.
Universal Amusement Co., 445 U.S. 308 (1980) (overturning a permanent injunction against a
movie theater)).

Such an order would likewise impair the First Amendment rights of Internet users. The
First Amendment not only “embraces the right to distribute literature,” it also “necessarily
protects the right to receive it.” Martin v. City of Struthers, 319 U.S. 141, 143 (1943); accord
Board of Education v. Pico, 457 U.S. 853, 867 (1982) (“the right to receive ideas is a necessary
predicate to the recipient’s meaningful exercise of his own rights of speech. press, and political
freedom”) (emphasis in original). This Constitutional right to receive information applies

specifically to information disseminated over the Internet. See, e.g., Reno v. ACLU, 521 U.S.
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844, 874 (1997) (invalidating law that restricted adults’ right to access information on the
Internet). Accordingly, the trial court’s overbroad seizure Order implicates the public’s First
Amendment interests in receiving documents and information through the use of the identified
domain names to locate the IP addresses of particular sites.

The Secretary may assert that some or all of the information available through the
targeted domain names remains available to the public using another domain name, or by typing
in the site’s numerical IP addresses directly. However, this merely proves the pointlessness of —
and thus the lack of constitutionally adequate justification for — the court’s blunt seizure Order.
See, e.g., Central Hudson Gas & Elec. Corp. v. Public Serv. Comm'n, 447 U.S. 557, 564 (1980)
(law that restricts speech “may not be sustained if it provides only ineffective or remote support
for the government’s purpose.”).

Nor does the possible availability of alternate routes to the websites compromise amici’s
First Amendment rights to access those sites through the targeted domain names. The Supreme
Court has repeatedly held that “one is not to have the exercise of his liberty of expression in
appropriate places abridged on the plea that it may be exercised elsewhere.” Schneider v. New
Jersey, 308 U.S. 147, 163 (1939); accord Reno, 521 U.S. at 879-80 (rejecting argument that
content-based restriction on speech in numerous Internet modalities was permissible because the
law allowed a “reasonable opportunity” for such speech to occur elsewhere on the Internet); Ve.
State Bd. of Pharmacy v. Virginia Citizens Consumer Council, Inc., 425 U.S. 748,757 n.15
(1976) (“We are aware of no general principle that the freedom of speech may be abridged when
the speaker’s listeners could come by his message by some other means . . .”).

B. The Trial Court’s Order Violates the Commerce Clause.

Under the trial court’s jurisdictional theory, Kentucky courts would be authorized to seize
any domain name that linked to any content deemed illegal under Kentucky law. Kentucky thus
would be able to disable any website, thereby imposing its laws on the rest of the country and,
indeed, the rest of the world. The federal Commerce Clause, however, prohibits individual

States from regulating “Commerce with foreign Nations, and among the several States.” U.S.
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Const. art. I, § 8. By authorizing the seizure of domain names, the Commonwealth and trial
court are attempting to do exactly what the Commerce Clause prohibits — regulate interstate and
foreign commerce.

As a leading case applying the Commerce Clause to the Internet explained:

The courts have long recognized that certain types of commerce demand
consistent treatment and are therefore susceptible to regulation only on a national
level. The Internet represents one of those areas; effective regulation will require
national, and more likely global, cooperation. Regulation by any single state can
only result in chaos, because at least some states will likely enact laws subjecting
Internet users to conflicting obligations. Without the limitations imposed by the
Commerce Clause, these inconsistent regulatory schemes could paralyze the
development of the Internet altogether.

American Library Association v. Pataki, 969 F. Supp. 160, 181 (S.D.N.Y. 1997) (emphasis
added). Courts across the country have applied the Commerce Clause to strike down attempts by
states to regulate or otherwise burden Internet communications. See, e.g., Cyberspace
Communications, Inc. v. Engler, 55 F. Supp. 2d. 737, 752 (E.D. Mich. 1999), aff’d, 238 F.3d 420
(6th Cir. 2000) (finding Commerce Clause violation because state regulation “would subject the
Internet to inconsistent regulations across the nation™).

Congress has legislated in the area of Internet gambling, see 31 U.S.C. § 5361 et seq., but
it specifically did not empower the states to regulate Internet gambling. See id. §§ 5361(b),
5262(10)(D)(i1) (neither extending nor preempting state laws). Thus, any State regulation of the
Internet with impact outside of the State (as almost all Internet regulations would) is subject to
“dormant” Commerce Clause scrutiny. Under that analysis, Kentucky may not prevent, for
example, a Las Vegas resident from accessing a site that is lawful in Nevada, or a New York
resident from accessing that same Nevada site. Yet by seizing a domain name, the trial court’s
Order is preventing residents of Nevada, New York, and the world over from accessing the
related website — an exertion of interstate and global authority that the Commerce Clause does
not permit.

Beyond the interstate implications of a Kentucky seizure of domain names, such action

would directly implicate the United States’ foreign commerce, a subject specifically reserved to































